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ABSTRACT. In modern cryptography, the periodic property of polynomial is very important to the security of
cryptosystems. RSAI, one of the most famous public key cryptosystems, has been extended to algebraic integer rings
and integer matrix rings. In this paper, the factorization of polynomials over finite fields is discussed, and the number of
irreducible polynomials and primitive polynomials over finite fields, the judgment of primitive polynomials, and the
method of constructing high-order irreducible polynomials by using lower-order irreducible polynomials are given. The
simulated RSA public key cryptosystem is improved, and the problem of ciphertext expansion is solved by properly
selecting parameters. The security of the improved system is discussed, and a new simulation of RSA is given, which
has no ciphertext expansion and is closer to the standard RSA concept.
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1. Introduction

Information plays an increasingly important role in modern society, and it has become an important strategic
resource for social development. The elliptic curve cryptosystem is a public key cryptosystem based on algebraic curve,
which has the characteristics of “short key and high security”. In 1978, Rivest, Shamir and Adleman constructed the
famous RSA public key cryptosystem. Over the past 40 years, people have not only made various improvements on it,
but also put forward many public key cryptography algorithms based on other difficult problems, including EIGamal
cryptosystem, RSA new simulation based on finite fields and elliptic curve cryptosystem [2-3]. For example, Guo et al.
[4], Li et al. [5] and He et al. [6] considered the simulation of RSA in algebraic integer ring, especially in general
quadratic domain. This simulation is undoubtedly a new contribution to modern cryptography. In this article, we will
give the conic simulation of the original SRA system and the improved SRA system. The discussion shows that the
original RSA conic simulation can resist the attack of small public key exponent, and the improved RSA conic
simulation includes some existing large integer systems.

. . . F
2. Security of Polynomial Rsa over Finite Field P

A class of finite fields composed of residual classes in integer rings, for example, for any prime number P , the

E, = E/(0)

residual class ring of module 9 forms a finite field ' P with P elements. This is a very important finite

field, because any field characterized by P must contain a subdomain isomorphic to ~ P, so it can be regarded as an
extended field. This result is the basis of the classification and construction of finite fields.

g T eF(x) 00 ren (@ =For.

is an irreducible first polynomial of degree M, and @ is a root of

F(x) is called the minimal polynomial of &. But & is not necessarily the primitive of ~ k". We call the minimal
polynomial whose root is primitive.

Definition 2.1[7] Let F(x) be an irreducible first polynomial of degree N over a finite field Fp. If the root & of
Fo ()
P

F
F(x) is the primitive element of ~ k", F(x) is called the primitive polynomial in

f(x)e Fk(x)' f(0)=0

Definition 2.2[7]: let make
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b
f(x)|x —1(1)

The minimum positive integer b is the period or order of polynomial F(x) , which is denoted as

[T =TTfea=b

. . - . - E/F, .
If the number of rational points on an elliptic curve can be given to construct an elliptic curve P it can be
quickly judged whether it is a non-supersingular elliptic curve. The general algorithm for constructing this elliptic curve

E/F

P is given below.

-1

(1)Select a large prime number I sothatall prime factors of 2 are greater than or equal to S ;

AL P L

HeF
(2)Choose € sothatitis | , Where | represents Legendre symbol;
2 2
(3)Check whether the integers O and Z satisfy 4l =0" +Hz , and if not, return to the second step;

@) LetS =1+1-0 gng S =1+1+0 check whether S =1+1-0 or S =1+1+0 ¢an pe divisible by large
prime numbers, if not, turn to the second step;
P (X N -

H(Z)( ) H(z) , Z isanintegerandzlz,

Calculate a class polynomial , which is uniquely determined by

and solve the equation:

P y2 (X) =0(mod p)

Py ey (X) =0(mod p)

Let Mo be a solution of congruence equation , and take Mo as M invariant to construct

elliptic curve E/ Fp , then its order # E/ Fp is equal to S or S which can be divisible by large prime numbers. The
algorithm ends.

In order to embed the elliptic curve discrete logarithm problem on ~ P into the general discrete logarithm problem
k

on field ~ P, the following formula should hold:
p¥ =1mod m

_M=#E(F,)

Th here.

Theorem 2.3 (Euler Theorem): For any oeZ, , there are:

0’™ =1mod m

In which Zy= {X € Z, |gcd(x,m) =1} and 70 represent Euler functions.

Theorem 2.4 [8] Let RSA modulus V=D e 4 positive integer of V bits, © =L0<o<d<1 e high
- its of O are known, and O and © satisfy any of the following three relationships
(0—0) Vpitsof d are k d O and O satisf f the following three relationshi

5 465+1

6 3 1)
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O'<i, 5££
15 15 @)
5+1 Vdo®+30-1 10
o< - , 0> —
3 3 15 ®)

There is a polynomial time algorithm that can decompose V.

7=10<0<6<1

Theorem 2.5 [8] Let RSA modulus V=pq be a positive integer of V bits, . If the low

(5_0')V bitof d is known, and © and o satisfy the following relationship

4 55+2
o<—————

7 4

There is a polynomial time algorithm that can decompose V.

Theorem 2.6 [8] Let RSA modulus V'=p0 pe positive integer with V bits, 0=10<0<7<1 ¢y high

(5_0')V bits of d is known, and O and é‘satisfy the following relationship

o< T+3 A3 +57r-1

5 5

There is a polynomial time algorithm that can decompose vV

In addition to attacking common RSA cryptographic algorithms, based on lattice reduction theory, RSA algorithms
with special parameters and special implementations can also be attacked.

3. A New Simulation of RSA

3 ; A < L v <L —
(1)Selecting N different prime numbers U, Ugyoosy Uy Uy <Up <oy < U UpU, -+, U,

(public);

N (secret) and

(2)Select a polynomial 1(x) (open) of degree J" Whose first coefficient is 1 on the Z ring of whole coefficient, so

. .. F
that there is a decomposition formulaon =~ ‘.

1) =1 (15° (%) -1 (%)

@ 1 )
HereIm (x) is an irreducible polynomial (m=1 kl) of degree I which is different from each other on I:“l;

. . F
There is a decomposition formula on ‘2

100 =17 (9157 (x) 13 (%)

12 (x) h@® F
Here, ™ is an irreducible polynomial of degree "™ which is different from each other on Y2, and

(m=1- kZ) has a decomposition on F“n

1(x) = 11" (017 ()16 (%)

1 (x)

_1_ (n)
Where 'm =1-k,) h

. . . . . F
is an irreducible polynomial (m of degree '™ different from ~ » on each other.
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8. 0109) =4, 10D, 1))+, 100) =k" T [a-1/u¥)-- T[@-1/u™)

(am—l’am—zi'“’ao) € Zlin

Encryption algorithm: let plaintext . Calculation

<(amflxnH +a, X"t ao)e>l (xX)=b_ X" +b_ X" +---+h,
Here < f (X)>I(X)

(bm—11 bm—2 17 bo)
As ciphertext.

represents the remainder of polynomial f(x) module 1(x) , and its coefficient module k , SO

(bm—l’bm—21“"b0) ez

Decryption algorithm: known k", calculation

1 2 4 i
<(bm—1Xm + bm_ZXm +.eet+ b0)9>| (X) = am_lxm + am—zxm +e 48,

m
Recover plaintext (@1, 8y 01 8) €2 .

e =e,=e d,,d,

is taken from RSACL1, and is satisfied by Euclid algorithm
ed, =1(modg, (1(x))), 1<d, <4, ((x))
ed, =1(mod ¢, (1(x))),  1<d, <¢,(I(x))

Theorem 3.1 The improved encryption algorithm is injective.

Proof:
m-1 m-2 e ' m-1 ' m-2 ‘e
Lot <(am—1x +a,, ,X et aO) >| (X) = <(am_1X +a, ,X 4ot aO) >| (X) At the same time,
8y 18y g 18,88 e, - .
treat ™ML’ M2 0" s Tz 0 as the remaining class representative of modulo P and modulo 9,

respectively, in Fp ()

<(am—lxmi1 oot aO)Qd1 >I (X) = <(am—1> p Xmil +eee <a0>p

(@XMt a0 =((@, ) X"+ (a, )
(a;)

, which can be known from grandson's theorem

<aj>p - <a}>p for 1=0L-m-1

(a), =)
similarly, there is P "'P fo
(@n 18y z08)=(@ .8 .8 )€z

. . . a.
Therefore, there is P is the remainder of module p of 1.

, Where

, J=01-m-1
m
) therefore, the encryption algorithm is injective.

4, Conclusion

The foundation of establishing elliptic curve cryptosystem over finite field Fp is to choose a good elliptic curve

suitable for establishing cryptosystem. Based on the properties of polynomials over finite field, this paper presents a
new system in the form of polynomials over finite field, which has higher security.The new simulation of RSA
proposed in this paper is a cryptographic system with high security, and it is also easy to implement. Especially, it is
convenient to use them to construct key escrow and threshold key escrow schemes. The improved system has no
ciphertext expansion, and a new simulation of RSA is proposed. Its security is based on the decomposition of large
integers, just like the original system, but whether it is equivalent to the decomposition of large integers is still an
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unsolved problem.
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